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Abstract

Mobile money has become the financial backbone of Ghana, with transaction values reaching several trillion cedis
annually and active accounts numbering in the tens of millions. This scale has attracted a parallel surge in fraud, much
of it perpetrated through voice phishing (vishing): unsolicited telephone calls in which fraudsters impersonate
telecommunications providers to manipulate subscribers into surrendering credentials or authorizing transfers. This
paper reviews the state of vishing-enabled mobile money fraud in Ghana, synthesizing regulator data, industry
reporting, documented case typologies, and the academic literature on social engineering and mobile money security.
It organizes the dominant attack scripts - security-verification, loyalty-reward, misdirected-payment, and SIM-swap
pretexts - into a common four-stage pattern of impersonation, pretext, manipulation, and extraction, and interprets this
pattern through routine activity theory and persuasion theory. The paper then examines an escalating threat: the
maturation of Al voice cloning, which can now replicate a target voice from seconds of audio, and which controlled
studies show human listeners cannot reliably detect. Because Ghanaian vishing already succeeds using ordinary human
voices, the paper argues that voice cloning constitutes a force multiplier that will erode voice familiarity, the last
perceptual defense available to targets, and expand the pretext space from institutional to personal impersonation. The
review contributes a consolidated threat taxonomy, a theoretically grounded attack model, and a research and policy
agenda for providers, regulators, and awareness programs in Ghana and comparable mobile-money-dependent
economies.

Keywords: Vishing; Voice Phishing; Social Engineering; Mobile Money Fraud; Al Voice Cloning; Deepfake Audio;
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1. Introduction

Mobile money has transformed financial access in sub-Saharan Africa, and nowhere more visibly than in Ghana.
Introduced by MTN in 2009, mobile money (locally, “MoMo”) now underpins a predominantly informal economy in
which a large majority of economic activity occurs outside the formal banking sector [6], [7]. According to the Bank of
Ghana's payment-systems oversight reporting, the total value of mobile money transactions reached roughly 3,010
billion cedis in 2024, up almost 57% from the prior year, against a base of tens of millions of active accounts [8]. This
concentration of accessible, liquid value on ordinary handsets has, however, produced a parallel and rapidly growing
target surface for fraud.

Among the many fraud modalities affecting mobile money, voice phishing - vishing - is distinctive and consequential. In
a vishing attack, a fraudster telephones a subscriber, claims to represent a trusted institution (very often the
telecommunications provider itself), and through a scripted interaction manipulates the victim into revealing a PIN or
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one-time password, or into following prompts that move funds out of the wallet. Ghanaian regulators and industry
bodies have documented sharp increases in such fraud: the Cyber Security Authority reported cyber-fraud losses arising
from GH¢2.4 million in the first quarter of 2024 to GH¢14.94 million in the first half of 2025 [26], and the Ghana Chamber
of Telecommunications reported that cyber fraud cost citizens GH¢4.4 million in the first quarter of 2025 alone, double
the figure of the previous year [27]. These figures almost certainly understate the true burden, because a substantial
share of victims never report [20], [26].

Simultaneously, technological development threatens to make vishing markedly more dangerous. Advances in
generative artificial intelligence now permit the cloning of a human voice from only seconds of reference audio [3], and
controlled human-subjects experiments consistently find that listeners cannot reliably distinguish high-quality
synthetic speech from genuine speech, even after training [4], [5]. If the credibility of a vishing call has rested partly on
the assumption that a familiar voice is authentic, that assumption is now unsafe. The convergence of a mature mobile
money fraud ecosystem with accessible voice-cloning capability defines the problem this paper examines.

This paper is a structured review and threat analysis rather than an empirical study. Its objectives are fourfold: (1) to
synthesize the current evidence on vishing-enabled mobile money fraud in Ghana from regulator, industry, and
academic sources; (2) to organize the dominant attack scripts into a coherent, theoretically grounded model; (3) to
analyze how Al voice cloning is likely to reshape this threat; and (4) to derive an agenda for research, practice, and
policy. In doing so, the paper emphasizes throughout that where telecommunications providers such as MTN are named,
they appear as impersonated brands and, in some documented instances, as institutions grappling with insider risk -
not as wrongdoers; the abuse of a provider's brand is itself a central mechanism of fraud.

The paper makes four contributions. First, it consolidates fragmented regulator, industry, and academic evidence into
a single account of the Ghanaian vishing threat, quantified where possible. Second, it advances a taxonomy of vishing
pretexts (Fig. 4, Table I) and shows that these surface-level scripts reduce to one invariant four-stage structure (Fig. 5),
a reframing with direct consequences for how awareness campaigns should be designed. Third, it interprets the
phenomenon through routine activity and persuasion theory (Fig. 6), locating the vulnerability in a social protocol
rather than a technical flaw and thereby explaining its resistance to technical-only remedies. Fourth, it develops a cue-
erosion analysis of Al voice cloning (Fig. 8) and a layered, cloning-robust defense model (Fig. 9), and translates these
into a concrete research and policy agenda. The remainder of the paper proceeds as follows: Section 2 describes the
review method; Section 3 provides background on mobile money, social engineering, and the global vishing landscape;
Section 4 characterizes the Ghanaian threat; Section 5 develops the theoretical attack model; Section 6 analyzes the Al
voice cloning escalation; Sections 7 and 8 present implications and a research agenda; and Sections 9 and 10 discuss
limitations and conclude.

2. Method of review

This review followed a narrative synthesis approach appropriate to an emerging, cross-disciplinary problem that spans
criminology, information security, and development studies. Sources were assembled from four streams: (a) peer-
reviewed academic literature on social engineering, mobile money fraud, and audio-deepfake perception; (b) official
and regulatory reporting from Ghanaian institutions including the Bank of Ghana, the Cyber Security Authority, the
National Communications Authority, and the Ghana Chamber of Telecommunications; (c) industry threat intelligence
on vishing and voice cloning from established security vendors; and (d) documented, publicly reported fraud cases and
provider advisories illustrating attack typologies. Sources were included where they bore directly on vishing, mobile
money fraud, or voice-cloning capability and were dated primarily within the 2019-2026 window to reflect the current
threat landscape, with foundational theoretical works included regardless of date. Evidence was then thematically
organized into the threat taxonomy of Section 4 and the analytic model of Section 5.

3. Background

3.1. Mobile money and financial inclusion in Ghana

Mobile money allows subscribers to store and transfer value using a SIM-linked wallet without a conventional bank
account, and it has become the dominant retail payment rail in Ghana [6], [7]. Its reach is a direct consequence of the
country's economic structure: with most of the activity in the informal sector, mobile money supplies payment, savings,
and remittance functionality to populations that formal banking has not served. The same features that drive adoption
- simplicity, immediacy, and the collapse of financial action into a few handset prompts - also shape its risk profile.
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Because a wallet can be emptied in the time it takes to complete a USSD sequence, the window between deception and
irreversible loss is extremely short.

Three structural features of the Ghanaian mobile money system are particularly relevant to vishing risk. First, the SIM
is the root of identity: because the wallet is bound to the SIM, control of the SIM tends to imply control of the wallet,
which is why SIM-swap attacks are so damaging. Second, the system depends on a vast, distributed network of human
agents for cash-in, cash-out, and registration; this network is essential to reach but introduces variability in verification
quality and a documented insider-risk surface [7], [19]. Third, a national identity-linking exercise tied SIMs to a central
identity credential, which improved know-your-customer coverage but also concentrated identity data whose leakage
can supply the very details that make impersonation calls persuasive [18]. Each of these features is a legitimate design
choice serving inclusion [31]; each also creates an exposure that vishing exploits.

3.2. Social engineering and the psychology of compliance

Social engineering is the manipulation of people into performing actions or divulging information that compromises
security [11], [13]. Its effectiveness rests on well-documented principles of influence - authority, urgency, scarcity,
reciprocity, liking, and commitment - that induce heuristic, low-scrutiny compliance rather than deliberate verification
[10]. Voice is an especially potent channel for these levers: a call is synchronous, demands immediate response, denies
the target time to reflect or verify, and conveys paralysis of confidence and authority [12]. Empirical studies of
pretexting confirm that interactive, human-to-human deception is among the most successful attack forms [12], [13],
and the harms of the resulting victimization extend well beyond money to shame, self-blame, and eroded trust [15],
[28].

3.3. Vishing in the global threat landscape

Industry telemetry documents a pronounced global shift toward the voice channel. CrowdStrike reported a 442%
increase in vishing activity between the first and second halves of 2024 [1], and Mandiant ranked voice phishing among
the leading initial access vectors in its 2025 incident-response data [2]. Regulators have responded: the U.S. Federal
Bureau of Investigation issued a public warning about Al-generated voice messages impersonating senior officials [14].
Hybrid “telephone-oriented attack delivery” schemes, which pair a message-based lure with a follow-up call, further
illustrate how the voice channel is being industrialized. These global patterns provide the backdrop against which
Ghana's mobile-money-specific vishing must be understood.

It is worth distinguishing the Ghanaian setting from the enterprise-focused vishing that dominates global reporting. In
the enterprise case, the target is typically an employee whose compromise yields access to corporate systems, and the
ultimate payoff for the attacker is mediated by further intrusion. In the mobile money case, by contrast, the target is an
ordinary consumer and the payoff is immediate: the same call that achieves compliance also completes the theft,
because the victim's wallet is the asset. This collapses the attack timeline and removes the post-compromise window in
which enterprise defenders often detect and contain intrusions. It also changes the victim profile, shifting risk onto
individuals - including those with limited digital literacy or recourse - rather than institutions with security teams. These
differences make consumer mobile money vishing a distinct problem deserving dedicated study rather than a simple
transplant of enterprise findings.

3.4. Positioning of this review

Against this literature, the present review occupies a specific gap. Existing Ghanaian scholarship on mobile money fraud
is valuable but tends to adopt a stakeholder or institutional lens, examining controls, agent behavior, and regulatory
gaps [7], [8], while regional surveys aggregate across countries and attack types [30]. The audio-deepfake literature,
meanwhile, is technically deep but largely disconnected from the mobile money context in which cloned voices are most
likely to cause consumer harm in Africa [4], [5], [32]. Few works bring these strands together to ask how the specific
mechanics of Ghanaian mobile money vishing will interact with maturing voice-cloning capability. This review
contributes that synthesis, and in doing so reframes the problem: not as two separate literatures - one on African mobile
money fraud, one on deepfake audio - but as a single, converging threat that demands a combined analytic and policy
response.

4. The Ghanaian vishing threat landscape

Synthesizing regulatory data, industry reporting, and documented cases yields a consistent picture of how vishing
operates against Ghanaian mobile money users. This section first characterizes the scale of the problem, then organizes
the observed attack scripts into a taxonomy.
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4.1. Scale and trajectory

Multiple independent Ghanaian sources indicate rapid growth. The Cyber Security Authority recorded cyber-fraud
losses rising more than sixfold between early 2024 and the first half of 2025, alongside a near-doubling of reported
cyber incidents [26]. The Ghana Chamber of Telecommunications independently reported a doubling of citizen losses
to cyber fraud year-on-year in early 2025 [27]. Bank of Ghana financial-stability reporting has attributed a substantial
share of financial-sector fraud cases to mobile money platforms [29]. A regional academic survey estimated social-
engineering fraud losses across African mobile money markets in the billions of dollars, situating Ghana within a
continental pattern [30]. Two cross-cutting features recur in this report: pervasive underreporting, which suppresses
official totals [20], [26], and a significant insider-threat dimension, with observers noting that privileged access to
subscriber data can enable unusually well-targeted approaches [19], [29]. The insider dimension matters for vishing
specifically because it can supply the personal details - names, recent transactions, registration data - that make an
impersonation call convincing [19], [21].

This growth is not incidental but structural. As Fig. 1 shows, the value flowing through mobile money has expanded
steeply, and because fraud payouts scale with the value held in wallets, a larger mobile money economy is mechanically
a larger target. The loss trajectory in Fig. 2 tracks this expansion. Compounding the problem is a weak enforcement
position: of the thousands of SIM-swap-related fraud cases reported to Ghanaian cybercrime authorities in a recent
year, only a small fraction resulted in arrests and, on available reporting, essentially none in convictions (Fig. 3). This
enforcement gap has two effects relevant to vishing. First, it lowers the expected cost to offenders, sustaining offender
motivation in routine-activity terms. Second, combined with slow or unsympathetic complaint handling, it discourages
reporting, which in turn starves regulators and researchers of the data needed to size and target interventions — a self-
reinforcing cycle of invisibility.

Larger wallets — larger fraud payouts

Transaction value (GHg¢ billion)

T T T
2021 2023 2024

Figure 1 Growth in mobile money transaction value in Ghana, illustrating the expanding pool of liquid value available
to fraudsters (figures in GH¢ billion; sources: Bank of Ghana and sector reporting).
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Figure 2 Reported cyber-fraud losses in Ghana rose roughly sixfold between Q1 2024 and the first half of 2025
(source: Cyber Security Authority, as reported in Ghanaian press).
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Figure 3 Illustrative enforcement funnel for SIM-swap-related mobile money fraud in Ghana: many reported cases,
few arrests, and negligible convictions (source: Ghanaian cybercrime reporting).

4.2. A taxonomy of vishing pretexts

Across the documented Ghanaian evidence, vishing calls cluster into a small number of recurring pretexts. Four
dominate. The security-verification pretext frames the call as a routine account or SIM matter - for example, an urgent
re-registration or a security check - and walks the subscriber through prompts that culminate in PIN or OTP disclosure;
providers stress that legitimate staff never request the PIN [21], [25]. The loyalty-reward pretext frames the call as
good news, informing the subscriber that they have won a promotion or qualified for a reward, and uses the resulting
positive anticipation to secure compliance with prompts that instead extract funds [21]. The misdirected-payment
(reversal) pretext tells the subscriber that money was mistakenly sent to their wallet and asks them to “return” it,
weaponizing the target's honesty so that the reversal steps move the victim's own funds to the attacker [21]. Finally,
the SIM-swap pretext either socially engineers the subscriber or a provider agent so that the attacker obtains a
duplicate SIM, after which the mobile money PIN can be reset and the wallet emptied a modality that Ghanaian reporting
identifies as among the fastest growing and that is frequently enabled by weak verification at some retail points and by
leaked identity data [18], [20]. Adjacent modalities documented in the same sources include fake-delivery “customs fee”
scams and cheap-data lures that harvest numbers for follow-on phishing [21].

Security-verification

lever: Authority / urgency

Loyalty-reward

lever: Reward / anticipation

Misdirected-payment
lever: Obligation / honesty

SIM-swap

lever: Identity takeover

All pretexts — same four-stage pattern (Fig. 2)

Figure 4 Taxonomy of documented vishing pretexts targeting Ghanaian mobile money users, grouped by the primary
compliance lever each exploit.

Table | summarizes these pretexts along the dimensions most relevant to defense: the emotional or cognitive lever each
exploit, the specific action the victim is induced to take, and the natural point of intervention. Reading the table by
column rather than by row is instructive: the intervention points differ, but every row terminates in the same failure -
an authorized-looking action performed by the victim which is why the downstream defense (out-of-band verification)
is common to all of them.
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Table 1 Vishing pretexts by lever, induced action, and intervention point.

Pretext Lever Induced action Intervention point
Security-verification | Authority, urgency Disclose PIN/OTP or run | Rule: staff never ask for PIN
prompts
Loyalty-reward Reward, Run prompts to 'claim' reward Skepticism toward unsolicited
anticipation wins
Misdirected Obligation, honesty | 'Return’ funds via prompts Verify with provider before acting
payment
SIM-swap Identity takeover Enable duplicate SIM issuance Biometric lock on SIM
replacement

5. A theoretically grounded attack model

5.1. The four-stage pattern

Although the pretexts differ at the surface, the documented cases share a common structure that can be represented as
four stages. In the impersonation stage, an unsolicited caller claims affiliation with a trusted provider, borrowing its
institutional credibility. In the pretext stage, the caller supplies a plausible, provider-consistent reason for the
interaction a security check, a reward, a reversal. In the manipulation stage, the subscriber is guided through interactive
prompts on their own handset, an experience that feels procedural precisely because legitimate providers use similar
prompts. In the extraction stage, funds leave the wallet, typically discovered only afterward. The pretext is thus an
interchangeable module within a fixed structure, which is why awareness messaging that targets a single script (e.g.,
“beware reward scams”) is easily evaded by substituting another.

STAGE 1 — Impersonation

Unsolicited call; caller claims to be a
telecom (MTN) representative

institutional trust borrowed

v

STAGE 2 — Pretext

Plausible reason mirroring genuine
provider communications

urgency and scripted authority

v

STAGE 3 — Prompt manipulation

Victim guided through interactive
steps on their own handset

familiar service ritual co-opted

v

STAGE 4 — Extraction

Funds withdrawn from the victim's
mobile money wallet

loss discovered after the call

Figure 5 The four-stage vishing attack pattern, with the pretext stage as an interchangeable module.

5.2. Routine activity and persuasion perspectives

Routine activity theory explains crime as the convergence of a motivated offender, a suitable target, and the absence of
a capable guardian [23], and has been extended productively to cybercrime [24]. Applied here, the offender reaches the
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target directly over the voice channel; target suitability arises less from wealth than from routine the ordinariness of
transacting by handset and of receiving provider calls; and guardianship is weak at the decisive moment because the
subscriber is alone with the caller, inside a familiar interaction ritual, with no institutional intermediary present. The
wallet's technical safeguards remain intact but are circumvented through the victim's own hands. Persuasion theory
supplies the complementary mechanism: authority and urgency [10] operate not as exotic manipulations but as
amplifications of an interaction script the subscriber already trusts. Together the two lenses locate vulnerability not in
technology but in a social protocol, which has direct implications for defense (Section 7).

offender

reaches via

Figure 6 The routine activity convergence for mobile money vishing: a motivated offender, a routine-suitable target,
and an absent guardian meet on the call itself.

This reading also clarifies why the vishing problem is resistant to purely technical fixes. Each of the three elements in
Fig. 6 is sustained by structural conditions identified in Section 4: offender motivation is reinforced by weak
enforcement and low conviction rates; target suitability is a byproduct of the very financial-inclusion success that makes
mobile money valuable; and guardianship is absent precisely because the interaction is designed to be private and self-
service. A defense strategy must therefore introduce a guardian into the moment of the call not a person, but a rule the
subscriber carries with them. This is the logic behind the procedural defenses developed in Section 7, and it is also why
the arrival of voice cloning, examined next, is so consequential: cloning attacks the subscriber's last internal guardian,
the ability to recognize who is really speaking.

6. The escalating threat of ai voice cloning

6.1. Capability and accessibility

Neural speech synthesis can now clone a target voice from seconds of reference audio, and cloning tools are widely
available commercially and as open source, with several found to lack meaningful safeguards against misuse [3], [16].
Surveys of deepfake creation and detection document rapid capability growth [17], [18], and industry measurement
corroborates the trajectory in the fraud domain specifically: Pindrop recorded a more-than-tenfold rise in deepfake
fraud attempts during 2024 [3], and security researchers have demonstrated real-time voice cloning within live vishing
engagements [19]. The reference audio required is increasingly trivial to obtain, given the ubiquity of voice notes, social-
media video, and recorded calls.
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Figure 7 Indexed growth in deepfake-enabled voice-fraud attempts reported by industry sources, Q4 2024 to Q1 2025
(illustrative; source: vendor threat reporting).

Two properties of this capability are especially significant for the Ghanaian context. The first is cost asymmetry:
producing a convincing clone is now cheap and fast, while detecting one reliably is not automated detectors remain
imperfect and, critically, human listeners perform close to chance [4], [5]. The second is language and accent coverage:
as synthesis models broaden their coverage of languages and local accents, the protective friction that an unnatural-
sounding voice once provided diminishes, including for the Ghanaian languages in which many provider interactions
occur. Together these properties mean that the technical barrier to cloned-voice vishing is falling while the mobile
money target surface (Fig. 1) is expanding, and while automated detection research advances, it has not yet produced
deployable, robust defenses for the live-call setting [32].

6.2. Why cloning is a force multiplier in Ghana

(a) Current vishing (this study)

Cue 1: Brand legitimacy [defeated]
defeated by impersonation of trusted telecom

Cue 2: Volce famillarity [intact]

unknewn caller; cue present but not relied upon

Cue 3: Out-of-band verification [intact]

protective when used: call the official line

(b) Al voice-cloned vishing (emerging)

Cue 1: Brand legitimacy [defeated]

defeated by impersonation

Cue 2: Volce familiarity [defeated]

defeated by cloned voice of a known person

Cue 3: Out-of-band verification [intact]

last remaining reliable defense

shaded = cue removed by attacker

Figure 8 Detection cues available to targets in current vishing (a) versus Al voice-cloned vishing (b). Cloning removes
voice familiarity, leaving out-of-band verification as the last reliable defense.
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The central analysis of this review follows from combining two bodies of evidence. First, Ghanaian vishing already
succeeds using ordinary, unfamiliar human voices: the documented attacks rely on institutional impersonation, not
voice imitation [19], [21]. Second, controlled experiments show that human listeners cannot reliably detect synthetic
speech, even after exposure to examples [4], [5]. It follows that voice cloning does not create the Ghanaian vishing
problem it amplifies it along a specific axis. Where the current attack borrows the credibility of a provider brand, a
cloned voice additionally borrows the credibility of a known individual, expanding the pretext space from institutional
impersonation (“I am from MTN”) to personal impersonation (“it's your brother; send the money”). This removes the
one perceptual cue that a wary target might still rely on recognition of a familiar voice - as illustrated in Fig. 8.

6.3. A trajectory, not an event

It is useful to frame the threat as a trajectory rather than a single future event (Fig. 10). At present, Ghanaian vishing
operates almost entirely with human voices and institutional impersonation, and it already succeeds. In the emerging
phase, cloned voices begin to appear in fraud, adding personal impersonation to the attacker's repertoire and starting
to erode the voice-familiarity cue. If the threat is left unaddressed, cloned-voice fraud could become routine, at which
point perceptual defenses fail wholesale and only procedural defenses those that never relied on the ear remain
effective. The practical value of this framing is that the defensive investments with the longest lead times, particularly
public education in out-of-band verification and provider process changes, are most cheaply made now, before the
emerging phase matures. Framing the problem as a trajectory also guards against two errors: complacency, which treats
cloning as science fiction, and fatalism, which treats it as an unstoppable catastrophe. The evidence supports neither; it
supports preparation.

Humanmwwmng;

institutional impersonation;
succeeds without cloning

v

ClonEMERGIMNG-oud;
personal impersonation added;
voice-familiarity cue erodes

v

Figure 10 The escalation trajectory of mobile money vishing. Defensive lead times argue for acting during the current
phase, before cloned-voice fraud becomes routine.

7. Implications and recommendations

The analysis implies a defense-in-depth posture in which responsibility is distributed across four layers of user,
provider, regulator, and ecosystem rather than concentrated at any single point (Fig. 9). A useful design principle orders
these layers by their robustness to voice cloning: measures that depend on a human correctly judging a voice are the
most fragile, while measures that replace perceptual judgment with a verification procedure are the most durable. The
recommendations below are organized accordingly.

Because vulnerability is a social protocol rather than a technical flaw, the most robust defenses are procedural and do
not depend on the ear's ability to authenticate a voice - an ability the evidence shows to be unreliable [4], [5]. For
providers and mobile money operators, the review supports prominent, repeated messaging of a single categorical
rule - that legitimate representatives never ask customers to disclose a PIN or OTP or to act on wallet prompts during
an unsolicited call - delivered through channels that reach rural and low-literacy populations, building on existing
campaigns [21], [25]; in-app or on-prompt warnings at the moment of high-risk actions; strengthened biometric
verification at every SIM-replacement point to close the SIM-swap vector [18], [20]; rapid transaction-freeze and low-
friction reporting; and sustained attention to insider risk, given its documented role in enabling targeted approaches
[19], [29]. For regulators (the Bank of Ghana, Cyber Security Authority, and National Communications Authority), the
review supports coordinated cross-provider anti-fraud messaging, routine publication of standardized fraud statistics
to counter underreporting and enable research, and oversight keeping pace with fintech growth [26], [29]. For users
and awareness programs, the single most protective behavior is out-of-band verification: ending the call and dialing
the provider's official published line, or confirming a personal request through a second channel, before acting. This last
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recommendation is the one that survives the arrival of voice cloning, because it assumes the voice itself cannot be
trusted as identity.

USER LAYER

Out-of-band verification; never share PIN/OTP

PROVIDER LAYER

On-prompt warnings; SIM-swap biometrics; freeze

Figure 9 A layered defense model. Higher layers depend less on perceptual voice judgment and therefore remain
effective as Al voice cloning matures.

A further implication concerns the design of awareness messaging itself. Because the pretext is an interchangeable
module (Fig. 5), campaigns built around specific scam stories “beware the reward scam,” “beware the wrong-transfer
scam” are structurally fragile: attackers simply rotate to an unlisted pretext. The taxonomy in Fig. 4 suggests a more
durable approach that teaches the invariant structure rather than the surface stories, training subscribers to recognize
the shared shape of the attack an unsolicited call, a request to act on prompts, a demand for a credential regardless of
the narrative wrapper. This structural framing is also more compatible with the personal-impersonation pretexts that
voice cloning will enable, since it does not rely on the caller claiming to be from a provider at all.

8. Research agenda

The synthesis points to five priorities. (1) Victim-centered empirical work. Qualitative and survey studies of Ghanaian
vishing victims are needed to establish prevalence, loss distributions, and the determinants of underreporting,
complementing the stakeholder-level focus of existing studies [7], [8]. (2) Controlled susceptibility experiments.
Listening studies with Ghanaian participants should measure detection accuracy and confidence for Al-cloned versus
genuine voices in mobile money scenarios, using consenting voice donors and full ethics approval, to convert the cue-
erosion model of Fig. 8 from proposition to measurement. (3) Intervention evaluation. Field experiments should test
whether procedural-guardianship messaging - especially the out-of-band verification rule - measurably reduces
compliance with simulated, ethically administered vishing prompts. (4) Technical countermeasures in context.
Research with providers should assess caller-provenance signals, post-call wallet-prompt cooldowns, and anomaly
detection on prompt-proximate transfers under Ghanaian operating constraints. (5) Cross-national comparison.
Comparative study across mobile-money-intensive markets such as Kenya, Nigeria, Tanzania, and Uganda [30] would
test the transferability of the four-stage model and of the defenses proposed here.

9, Limitations of this review

As with any review, the scope of this study should be understood explicitly, though each boundary is one the
contribution can accommodate. First, this is a narrative rather than a systematic review; it does not follow a pre-
registered search protocol, and a subsequent systematic review with formal screening criteria would usefully
complement it. This choice is appropriate to the aim here, which is to synthesize a fragmented, fast-moving, cross-
disciplinary evidence base into a coherent analytic framework rather than to exhaustively enumerate a settled
literature.

Second, a substantial portion of the quantitative evidence on Ghanaian mobile money fraud originates in regulator
statements and industry or press reporting rather than peer-reviewed research. These figures are treated here as
indicative of scale and direction rather than as precise measurements, and the persistent underreporting of
victimization means that all reported totals should be read as lower bounds. This does not weaken the paper's central
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argument, which rests on the qualitative structure of the attacks and on well-established experimental findings about
human perception of synthetic speech, not on the exact magnitude of any single statistic.

Third, direct evidence of Al voice cloning operating in Ghanaian mobile money fraud specifically remains limited. The
force-multiplier argument advanced here is therefore a theoretically and empirically grounded projection rather than
a report of an already-widespread phenomenon. This is by design: the paper's purpose is to anticipate a convergence
before it fully arrives, precisely so that defensive investment can precede rather than follow mass victimization. The
research agenda in the preceding section is structured to test this projection.

Finally, the four-stage attack model and the pretext taxonomy are deliberate abstractions. They are intended as
organizing frameworks that make the threat legible and defensible, not as exhaustive catalogues of every attack variant;
individual cases will contain idiosyncrasies the model does not capture. The value of the abstraction lies in what reveals
the shared structure beneath diverse surface scripts and in the defensive strategy that structure implies.

10. Conclusion

Vishing-enabled mobile money fraud is a large and growing threat in Ghana, driven not by technical compromise but by
the manipulation of the trust relationship between subscribers and their providers. This review synthesized regulator,
industry, and academic evidence to show that a small set of interchangeable pretexts - security verification, loyalty
rewards, misdirected payments, and SIM swaps - all resolve into a common four-stage attack pattern best understood
through routine activity and persuasion theory. Against this backdrop, the maturation of Al voice cloning represents a
genuine escalation: because Ghanaian vishing already succeeds with ordinary voices, and because humans cannot
reliably detect synthetic speech, cloning will function as a force multiplier that erodes voice familiarity and extends
impersonation from institutions to individuals. The appropriate response is to shift defenses from perceptual judgment
to procedure - above all, out-of-band verification - and to pursue the empirical, experimental, and policy agenda set out
here before cloned-voice fraud becomes routine.
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